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DIGEST AND PURPOSE

Currently, consumer reporting agencies alow individuas who are or suspect that they are victims of
identity theft to place security aert on their credit reports. However, security derts are only advisory
in nature and are not aways followed by merchants and credit grantors.  Moreover, avictim of identity
theft is often embroiled in long process of clearing credit history, financid &ffairs, or even crimind
records. C.S.SB. 473 dlowsavictim of identity theft to place afreeze, for amodest fee, on hisor her
credit report and provides for confidentidity of socia security numbers. Thishill seeksto prevent
identity theft, which is one of the fastest growing crimesin the United States aswell asin Texas.

RULEMAKING AUTHORITY

This bill does not expresdy grant any additiona rulemaking authority to a state officer, inditution, or
agency.

SECTION BY SECTION ANALYSS

SECTION 1. Amends Section 20.01, Business & Commerce Code, by adding Sudivisons (7) and
(8), to define“security dert” and “ security freeze.”

SECTION 2. Amends Section 20.03, Business & Commerce Code, by adding Subsection (d), to
requires any written disclosure by the consumer reporting agency (agency) to include a dear and smple
statement that explains to the consumer the consumer’ s right under this subchapter and includes certain
information.

SECTION 3. Amends Chapter 20, Business & Commerce Code, by adding Sections 20.031-
20.038, asfollows:

Sec. 20.031. REQUESTING SECURITY ALERT. Requiresan agency, not later than 24
hours after receiving arequest in writing or by telephone and with proper identification by a
consumer, to place a security dert on the consumer’sfile. Prohibits the security dert from
exceeding 90 days after the date the agency enacted the dert on thefiles. Provides thet thereis
no limit on the number of security aerts a consumer may request. Requires the agency, on
request in writing or by telephone and with proper identification provided by the consumer, to
provide acopy of their consumer’sfile, a the end of a90-day security dert. Authorizesa
consumer to include with the security dert request a telephone number to be used by persons
to verify the consumer’ s identity before entering into a transaction with the consumer.

Sec. 20.032. NOTIFICATION OF SECURITY ALERT. Requiresan agency to notify a
person who requests a consumer report if a security dert isin effect for the consumer file
involved in that report and include a verification telephone number for the consumer if the
consumer has provided a number under Section 20.031.

Sec. 20.033. TOLL-FREE SECURITY ALERT REQUEST NUMBER. Requiresan

agency to maintain atoll-free telephone number that is answered at al times to accept security
dert requests from consumers.
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Sec. 20.034. REQUESTING SECURITY FREEZE. () Requiresan agency, by the fifth
business day after recelving a written request sent by certified mail that includes proper
identification provided by a consumer, to place a security freeze on the consumer’ sfile.

(b) Requires an agency, upon request for a security freeze provided by a consumer
under Subsection (a), to disclose to the consumer the process of placing, removing, and
temporarily lifting a security freeze and the process for alowing access to information
from the consumer’ sfile for a specific requester or period while the security freezeisin
effect.

(c) Requires an agency, by the 10th business day after receiving the request for a
Security freeze, to send certain information to the consumer.

Sec. 20.035. NOTIFICATION OF CHANGE. Requiresan agency, if asecurity dertis
enacted, to notify the consumer in writing regarding a change of name, date of birth, socia
security number, or address by the 30th calendar day after the date the change occurred.
Requires the agency to send natification of a change of address to the new address and former
address. Providesthat this section does not require notice of an immaterid change, including a
Street abbreviation change or correction of atrangposition of letters or misspelling of aword.

Sec. 20.036. NOTIFICATION OF SECURITY FREEZE. Requiresan agency to notify a
person who requests a consumer report if a security freezeisin effect for the consumer file
involved in that report.

Sec. 20.037. REMOVAL OR TEMPORARY LIFTING OF SECURITY FREEZE. (a)
Requires an agency to remove a security freeze by the third business day after receiving a
request in writing or by telephone and with proper identification provided by a consumer,
including the consumer persond identification number or password provided under Section
20.034.

(b) Requires an agency, under certain circumstances, to temporarily lift the security
freeze, by the third business day after recelving arequest in writing or by telephone and
with proper identification provided by a consumer, including the consumer’s persond
Identification number or password provided under Section 20.034.

(¢) Authorizes an agency to develop procedures involving the use of ateephone, a
facsmile machine, the Internet, or another eectronic medium to receive and process a
request from aconsumer under this section.

(d) Requires an agency to remove a security freeze placed on the consumer fileif the
security was placed due to amateriad misrepresentation of fact by the consumer.
Requires the agency to notify the consumer in writing before removing the security freeze
under this subsection.

Sec. 20.038. EXEMPTION FROM SECURITY FREEZE. Providesthat, under certain
circumstances, a security freeze does not apply to a consumer report.

SECTION 4. Amends Section 20.04, Business & Commerce Code, asfollows:

Sec. 20.04. New heading: CHARGES FOR CERTAIN DISCLOSURES OR SERVICES.
(@ Authorizes an agency to impaose areasonable charge on a consumer for placing a security
freeze on a consumer file, except as provided by Subsection (b). Authorizes an agency, on
January 1 of each year, to increase the charge for disclosure to a consumer or for placing a
security freeze.
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(b) Prohibits an agency from charging afee for arequest for acopy of consumer’sfile
made on the expiration of the 90-day security dert; atoll-free telephone number that
consumers may cal to obtain additiona assstance concerning their report or to request a
security dert; or arequest for a security freeze made by a consumer who has submitted
to the agency acopy of avalid police report, investigative report, or complaint made
under Section 32.51 (Fraudulent Use or Possession of Identifying Information) Pena
Code. Makes a nonsubstantive change.

SECTION 5. Amends Chapter 20, Business & Commerce Code, by adding Sections 20.11 and 20.12,
asfollows.

Sec. 20.11. INJUNCTIVE RELIEF; CIVIL PENALTY. (8 Authorizesthe attorney genera
to file asuit againgt a person for injunctive relief to prevent or restrain aviolation of this chapter or
acivil pendty in amount not exceeding $2,000 for each violation of this chapter.

(b) Authorizesthe atorney generd, if the attorney generad brings an action againgt a
person under Subsection (&) and an injunction is granted againgt the person or the person
isfound liable for a civil pendty, to recover reasonable expenses, court costs,
investigative cogts, and attorney’s fees.

(c) Providesthat each day aviolation continues or occursis a separate violation for
purposes of imposing a pendty under this section.

Sec. 20.12. DECEPTIVE TRADE PRACTICE. Providesthat aviolation of this chapter isa
fase, mideading, or deceptive act or practice under Chapter 17E.

SECTION 6. Amends Chapter 35D, Business & Commerce Code, by adding Section 35.58, as
follows

Sec. 35.58. CONFIDENTIALITY OF SOCIAL SECURITY NUMBER. (a) Prohibitsa
person other than government or governmenta subdivision or agency from taking certain actions.

(b) Providesthat aperson that isusing an individud’s socid security number before
January 1, 2004, in amanner prohibited by Subsection (a) may continue that use if
certain requirements are meet.

(¢) Prohibits a person, other than government or governmental subdivision or agency,
from denying services to an individua because the individua makes awritten request
under Subsection (b).

(d) Providesthat this section does not apply to the collection, use, or release of asocia
security number thet is required by state or federa law, including Chapter 552 (Public
Information), Government Code; or the use of socia security number for interna
verification or adminigtrative purposes.

SECTION 7. Amends Chapter 35D, Business & Commerce Code, by adding Section 35.59, as
follows

Sec. 35.59. VERIFICATION OF CONSUMER IDENTITY. (&) Defines“consumer report,”
“extengon of credit,” and “security dert.”

(b) Providesthat a person who receives notification of a security alert under Section
20.032 in connection with arequest for a consumer report for the gpprova of a credit-
based application, including an application for an extension of credit, a purchase, lease, or
rental agreement for goods, or for an gpplication for a noncredit- related service, may not
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lend money, extend credit, or authorize an gpplication without taking reasonable steps to
verify the consumer’ sidentity.

(c) Providesthat if aconsumer has included with a security dert a specified telephone
number to be used for identity verification purposes, a person who receives that number
with a security aert must take reasonable steps to connect the consumer using that
number before lending money, extending credit, or completing any purchase, lease, or
rental goods, or approving any noncredit- related services.

(d) Providesthat if a person uses aconsumer report to facilitate the extenson of credit or
for any other transaction on behaf of a subsdiary, agent, assgnee, or prospective
assignee, that person, rather than the subsidiary, ffiliate, agent, assignee, or prospective
assignee, may verify the consumer’ s identity.

SECTION 8. () Providesthat, except as provided by Subsection (b) of this section, this Act takes
effect September 1, 2003.

(b) Providesthat Section 35.58, Business & Commerce Code, as added by this Act,
takes effect January 1, 2004.

SUMMARY OF COMMITTEE CHANGES

SECTION 3. Differsfrom the origina hill in proposed Section 20.031 by replacing “fifth business day”
with “24 hours.”

Differsfrom the origind hbill in proposed Section 20.031 by adding the text authorizing a consumer to
include with the security dert request atelephone number to be used by personsto verify the consumer’s
identity before entering into a transaction with the consumer.

Differsfrom the origind bill in proposed Section 20.032 by adding the phrase “and include a verificaion
telephone number for the consumer if the consumer has provided a number under Section 20.031,” in
regard to notification of a security dert.

Differsfrom the origind hill in proposed Section 20.038 by adding an “adminidrative subpoena’
Subdivison (6) and the provisonsof Subdivisons (9) and (10) to the lig of items, Stuations, and
persons to which a security freeze does not apply.

SECTION 4. Differsfrom the origina bill in proposed Section 20.04 by adding a new heading: Charges
for Certain Disclosures or Services.

Differs from the origind bill in Section 20.04 by deleting previoudy proposed new text.

Differsfrom the origind hill in Section 20.04(b) by adding “ arequest for asecurity aert made by a
consume” to the ligt of items for which a consumer reporting agency may not charge afee.

SECTION 5. Differsfrom origind hill by creating anew SECTION 5 to amend Chapter 20, Business &
Commerce Code.

Differsfrom origind bill by redesignating proposed SECTION 5 as SECTION 6.

SECTION 7. Differsfrom origind hill by creating anew SECTION 7 to amend Chapter 35D, Business
& Commerce Code.
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Differsfrom origind bill by redesignating proposed SECTION 6 as SECTION 8.
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